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Today

● How Aviation Navigates
● Attacks on the Aviation Navigation

○ Pilots’ Perspective
○ Air Traffic Control’s Perspective

● What can we do about it?
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Terminology

● GNSS - Global Navigation Satellite System
● GPS - Global Positioning System
● If I say GPS generally I will be referring to all 

GNSS
● GPS, GLONASS, Beidou, Galileo <- World Wide 
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Where are the planes?
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Way back when

● Dead Reckoning
○ Velocity & Time

● Radio 
○ ADF, VOR, LORAN
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Moved away from them

● Dead Reckoning
○ Hard to factor in wind

● Radio
○ Costly to run
○ VOR still in use but nothing new and 

decommission to save money
○ Ocean Coverage
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Today’s Navigation

● GNSS - predominantly GPS
● INS - Inertial Navigation System
● ILS - Instrument Landing Systems
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INS Limitations

● Depending on age/model 0.5-1 nautical mile per 
hour

● Have to set the starting location
● Can reset using GPS during flight

○ If trust the GPS
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Instrument Landing System (ILS)
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From the Ground

● Primary Radar
● MLAT - Multilateration

○ TDoA - Time Difference of Arrival
○ Get the time of the first bit 
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How MLAT works
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Broadcasting Location

● ADS-B - Automatic Dependent Surveillance – 
Broadcast
○ Planes (& ground vehicles) broadcast their 

GPS or INS
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What could go wrong?
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How can planes tell?

● Sudden change in location
● Time jump
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Spoofing vs Jamming

● Jamming is interference
○ GPS signal is in the noise floor

● Spoofing
○ Valid but wrong
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What this means?

● Planes don’t know where they are?
● Less optimal routes
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Off Course?

● Korean Airlines Flight 007
● 1 September 1983
● Off Course, got shot down
● Outcome GPS public service made available
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How easy to spoof or jam?
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Just buy a jammer
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Saving Money



https://karit.nz

Costs

● VORs and Primary Radar is expensive
● To install
● To maintain

● Decommission, Not Fix, Build New Stuff
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NZ Radar Coverage
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So what are they doing?

● ADS-B
○ Where plane to tells ATC where it is
○ Plane has to have ADS-B Out
○ But if the plane doesn’t know where it is?
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MLAT

● Coverage still isn’t there
● Still needs plane to be at least Mode-S
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NZ MLAT Coverage
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Where to Next? - Direction Finding
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Direction Finding

●
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Direction Finding
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How this DF works

● Space the 5 antennas out based on frequency 
tracking in a circle

● From the different timing/phase of signal each 
antenna sees can calculate direction

● Older forms sweeped a directional antenna
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Similar to MLAT

● Can use it similar to MLAT
● Benefit can use analog not just digital

○ Audio, ACARS and ADS-B/Mode-S
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Costs

● Less than a US$1000
● But aviation so add a zero or two
● Plus the backend systems
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Pros for Planes

● Can get fixes off any fixed radio 
○ TV, Radio
○ Similar to ADF/VOR but someone else is 

paying
○ Cross reference location

● Could track were other planes are
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Pros for Planes

● TV and FM ground based and high powered
○ Not going to jam or overpower like GNSS
○ If jammed everyone has the tracking kit 
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Cons for Planes

● Need a set of radios per frequency monitor
● Hard to get optimal layout for a range of 

frequencies
● Only over land and coastal
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Pros fro ATC

● Can direction find off ADS-B/Mode-S on 1090MHz
● Additionally could direction find audio

○ Though not continuous
● Can triangulate if have multiple sites

○ Don’t need the low latency for timing
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Pros for ATC

● Locate fake people on frequency
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Cons for ATC

● Works best in horizontal plane
○ At a distance angle of different altitudes not as 

great
○ Would need second array in a vertical plane

● More equipment at each site compared with 
MLAT
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Cons for ATC

● If using voice radio no ID 
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Where to Next? - Passive Radar
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Passive Radar

● Uses existing FM, TV, Cell Base Stations
● Something with a constant carrier
● Need a fix location for receiver

○ So only helpful for ATC
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Cool Physics

● Benchmark the spectrum
● While planes move through the radio waves

○ Reflect
○ Change wavelength
○ Change polarisation

● Can get location, speed and direction
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https://docs.google.com/file/d/1czBvkTiW4uuM9k29ZBXSRWM7zKN7h5-o/preview
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Pros for ATC

● From one location can get a fix
● Needs less radios than DF (2 vs 5)
● TV, FM or Cell orgs provide the expensive 

broadcast portion
● Can tie multiple sites or multiple frequencies 

together
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Cons for ATC

● ITAR Restrictions
○ International Traffic in Arms Regulations
○ KrackenSDR had Passive Radar & was pulled
○ Other examples exist
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Where to Next? - eLORAN
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eLORAN

● Enhanced Long Range Navigation
● LORAN 

○ Old Decommissioned Tech
● With GPS jamming investigation
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How eLORAN works

● All towers in sync
● Different in time/phase can infer location
● <10m accuracy

● 2017/2018 Black Sea and North Korean 
interference
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Pros Planes

● Strong signal hard to drown out
● <10m good for navigation not landing
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Cons Plane

● Not implemented only talk
● 1200km from coast
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Where to Next? - Earth Fingerprinting
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Earth Fingerprinting

● Build a fingerprint of earth terrain
● Use a camera to match
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Pros for Planes

● Hard to change terrain at scale
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Cons for Planes

● Need to see the ground
● Need to be over land
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Wrapping up
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Conclusion

● No easy options
● But multiple 

redundant method
● Land and Coastal 

easier
○ But less jamming 

over the ocean
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Where to next?

● Aviation Regulators
● Airliner Manufacturers/Part supplies
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Hopefully I have covered

● How Aviation Navigates
● Attacks on the Aviation Navigation

○ Pilots’ Perspective
○ Air Traffic Control’s Perspective

● What can we do about it?
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Contact:
https://karit.nz/social

Thanks
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